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O HanpaBjieHuN UHPOpPMATUU

JlemapTaMeHT TOCYZapCTBEHHON TOJHUTHKH B cdepe obmero obpa3oBaHus
Munobpuaykn Poccum HampapiseT I cBeZieHUs paspaboTaHHble BpemeHHON
komuccuei CoBera ®esnepanuu 10 pas3BUTHIO HHOOPMAIMOHHOTO OOIecTBa
METOYeCKHe peKOMeHJalysA U O pas3MelleHud Ha WHQOPMAUMOHHBIX CTeH/AX,
opUIMAIBbHBIX  WUHTEpHeT-caliTax W  Jpyrux  HHQPOPMALMOHHBIX  pecypcax
0011e00pa30BaTeyIbHBIX OPTraHU3AlMil U OPraHOB, OCYIIECTBJISAIOIINX YIIPABJIEHHUE B
cdhepe obpazoBanus, nHbopManuu o 6€30IMacCHOM IMOBEJEHUN U HCIIOJIb30BAHUU CETH
«HTEpHET».

Hupekrop [lenapramenTta
A.E. Iletpos

MeToauueckue peKOMeHJanuumnu
0 pa3MeleHUM Ha UTH(POPMAIIMOHHBIX CTEH/IaX, O(PUIINATIBHBIX
HMHTEPHET-calTax M APYyrux nH(OPMaAITMOHHBIX pecypcax
001IIe00pa3oBaTeJIbHbIX OPraHU3auil U OPraHoB,
OCYIIECTB/IAIOINMX yIIpaBjdeHue B chepe oopazoBaHul,
nHpopMamuu 0 6€30IMacCHOM MMOBEAEHUHU U UCNTOJIHb30BaHUU CETU
«AHTEepHET»

dkcrnepramMmu U wieHamMu Bpemennout komuccuu CoBera ®Penepaniiv Mo pPa3BUTHIO
nH(GOPMAIIMOHHOTO OOIIECTBA B paMKaX BBIITOJIHEHUS PEKOMEHJAIUH MapIaMeHTCKUX
CIyIIaHUU «AKTyaJbHBbIE BOIPOCHI obecreueHUus1 0e30MacHOCTH U Pa3BUTHSA JeTed B
UH(OOPMAIIMOHHOM IIPOCTPAHCTBE», KOTOphIe Ipouiu B CoBete Penepanniu 17 anpens
2017 T., ObUTH pa3paboTaHbl MeETOJAWYECKHE PEKOMEHJIAIUM O pa3MelleHuH Ha
UHGOPMAIIMOHHBIX  CTEH/IAX, opUIMATIbHBIX ~ WHTEPHET-caTax U  JIPYTUX
nHPOPMAIIMOHHBIX pecypcax o00Imeobpa3oBaTebHBIX OpPTraHU3allUid W OpPraHoOB,
OCYIIECTBJIAIONINX yIpaBjieHue B cdepe obpazoBaHuA, WHGOPMAIUKU O OE30IaCHOM
TOBEJIEHN W UCIIOJIb30BaHUM ceTH «HTepHeT» (masiee - MeTOAUYECKUE
PEKOMEHIAIIN ).

MeTroauueckrue peKOMEHJAIIMKU HAIlpaBJIEHbl HA KauyeCTBEHHOE TMOBBINIEHHE YPOBHS
nHGPOPMAIIMOHHON AeATEIPHOCTH 001e00pa3oBaTeIbHBIX OpPraHU3aIluil U OPTaHOB,
OCYIIECTBJIAIONINX yIpaBiieHue B cdepe obpa3oBaHWsA, B YacTU HHOOPMUPOBAHUSA
yJaluxcsi, UX poauTesen (3aKOHHBIX MPEACTaBUTEIeH) U MeJarorunyeckux paboOTHUKOB
00 OCHOBHBIX acreKTax HHQOPMAIMOHHOU 0€30ITaCHOCTH.

MeTroguueckue pPeKOMEHAIUN IT03BOJIAT 00Ie00pa30BaTeIbHBIM OpPraHU3AlHUAM U
opraHaM, OCyIIeCTBJISIOIINM yIIpaBjieHue B chepe 00pa3oBaHus, aKTyaTU3UPOBATH yIKe
HCIOJIb3yeMbIe U pa3dMellleHHble MHPOPMAIlMOHHBIE MaTePUAJIbI, TAK U TIOATOTOBUTH UX
B CJTydae UX OTCYTCTBHS C yUETOM JIYUIIIHUX MPAKTUK ¥ PEKOMEHJAITHH.



B pamkax MeTo/imyecKUX peKOMeHJalliil pacCMaTPUBAIOTCA CJIeIYIONIe NHCTPYMEHTHI:
1. ”HOOPMAITMOHHbBIE CTEH/IbI;
2. opuruasbHble UHTEPHET-PECYPCHI;

3. cpeacraa MacCCOBOU I/IH(I)OpMaIII/II/I (HIKOJIbeIe ra3€eThl, IIeJarorndyeCkue n3janud "
ZIpYTHE).

MudopmanuoHHble cTreHAbl Ha nHpOpMaIMOHHBIX CTeHAaX B 0011e00pa30BaTeIbHbIX
OpraHM3AIUAX, PACIOJIOKEHHBIX B ¢olie YUpeKJIeHUH U B KaOHWHETaX, OCHAIEHHBIX
IIEPCOHAJILHBIMU YCTPOHCTBAMH JJII BBIXOZla B CeTh «VIHTEpHET», PEKOMEHAyeTCs
pasMecTuTh WH(POPMAIMOHHBIE IIAMATKH, COJEpIKAIlie OCHOBHBIE COBETHI IO
obecrieueHUI0 MHOOPMAITMOHHOUN 6€301MaCHOCTH yJaIHXCs.

B mputoskennn N21 K METOAUYECKUM PEKOMEHAIUSIM IIPeICTaBIeH 00pa3el] maMATKH
JUIA pa3MellieHus: Ha MHGOPMAITMOHHBIX CTEH/1aX.

CpencrBa wMaccoBoii wuHpopmamuu B cpeacrBax maccoBod — uHMOpMaIuu,
OPHUEHTUPOBAHHBIX Ha OOYyJaIOIIUXCS, PEKOMEHJIyeTCA B TEYEeHUH Y4eOHOro Troza
PETYJIAPHO MyOJIMKOBaTh WH(GOPMAIIMOHHBIE MaTE€pPHUAJIbI, ITOCBAIIEHHBIE OT/IEIbHBIM
acrektaM WH(GOPMAIMOHHON 0e30MacHOCTH, a TaKyKe pas3IMYHble MaMITKA OOIIero
XapakTepa.

B cpencrBax wMmaccoBoi HWHGpOPMAalWU, OPHUEHTHPOBAHHBIX Ha I€JarOTUYECKyr0
OOIIIECTBEHHOCTh, PEKOMEHJIyeTCsI B TeYEeHHWU KaJeHZApHOTO TOoJila PETYJISAPHO
myO/IMKOBaTh WHGOPMAIMOHHbIE MAaTEpPUAJIbI, IMOCBSIIEHHbIE OT/IEJIbHBIM acIeKTaM
MHPOPMAIMOHHOH 6e301acHOCTH Kak HECOBEPIIIEHHOJIETHHUX, TaK u
00111e00pa30BaTeIbHBIX OPTraHU3AIUi, a TakKKe pa3jIndHble TaMATKH, 0030phI
HOPMATHBHO-IIPABOBOTO  PEryJIMPOBaHUA JaHHOW cdepbl u UHGOPMAIHUI O
aKTyaJIbHBIX MEPOIPUATHUAX U COOBITUAX B TAHHOH cdepe.

B xome mpoBemenuss EamHOro ypoka mno 0Oe3omacHocTH B ceTu «VIHTepHET»
pekoMeHyeTcsi o0OeclieunTh BBIIIYCK TEMAaTHYeCKOTO BBIIMYCKa CpeJicTBa MacCOBOU
nHGOpPMANUU JTUO0 CEPUU IMyOJTUKAIIUY, CPEAN KOTOPBIX PACCMOTPETh OPraHU30BAHHBIE
MeponpuATUs g OOy4yalImuxcs, WX poauTesed (3aKOHHBIX IPEACTaBUTENEN) U
TeJIarOTUYecKOU 00IIeCTBEHHOCTH.

Odunuanbabie HNHTepHeT-pecypesl Ob61eo0pa3oBaTeIbHBIM Opra’nu3anysam
peKoMeHayeTcsI Ha CBOMX oOdumuasbHbIXx HTepHeET-pecypcax  00ecneduTh
(pyHKIMOHUpOBaHWE  CAMOCTOATEJIBHOTO U CIEeNUAJIN3WPOBAHHOIO  pasjen
«HpopManroHHas 6€30IMacHOCTh», B paMKax KOTOPOTO IMPEyCMOTPETh pa3MellleHue
cienyoilei nHGopMaIum:

®opmart
Ne Pa3nea/moapazaen NpeACTABJICHUA Coaeprxanue MaTepuaIoB
MaTepHuaJioB

ToKanbHbLE Pasmemarorcs KOIHH JIOKyMEHTOB, T.e.
HOpPMAaTHBHBIC aKThl B Komuu JTOKYMEHTOB CRARHPOBATINEIN _ BAPHATTT AOKYMEHTa,
L chepe obecneuenuss B popmare *PDF cooTBeTCIRYIOMITH  TpebopammAM Kk
. napaMmerpam CKaHUPOBAHHS.
MH(OPMALIOHHOIA Pasmematores JIOKYMEHTBI
6e30macHOCTH ’

pEerJaMeHTUPYIOIIUEe  OpraHu3aluio U




00 yUaIHIOIIHXCS

paboTy ¢ TeEepCOHANBHBIMH JaHHBIMH,
IUIAaHBI MEPONIPUITHIA MO 00ECHEeYCHHIO
UH(POPMALIMOHHOM 0e30macHOCTH
00y4aroNMxcs 1 ApyTue.

[TyOnuKyroTCsl aKTyanbHbIE CBEACHHUS 00
(benepanbHBIX u PErMOHAIIbHBIX
3aKOHAX, IUCbMax OPraHoOB BIACTH U

IpyTue HOPMaTHBHO-TIPABOBHIC
Komuu OKYMEHTHI erJIaMEeHTUPYIOIINE
Hopmarusnoe HORY ’ P PYTOIHIC
2. JIOKYMEHTOB B | oOecrieueHue uH(pOpMaAITMOHHOM
peryanupoBaHue *
dopmare *PDF 0€30MaCHOCTH  HECOBEPIICHHOJICTHHX.
JlomyckaeTcsi BMECTO KON pa3MenaTh
THIEPCCBUIKA  HA  COOTBETCTBYIOIIHE
JOKYMEHTBI ~ Ha  caiTaXx  OpraHOB
rOCyJIapCTBEHHOM BJIACTH.
Pasmerniatorcs METOAMYECCKHEC
E€KOMEHIallun u a3bIBACTCS
Tekct Ha cTpaHuUlle p Aat YK
. UHpOpMaLus 0 MEPOTIPHUATHSIX,
[Tenarornueckum caura Konun
3. IPOEKTax u porpamMmax,
paboTHHUKaM JIOKYMEHTOB B
« HarpaBJICHHBIX Ha TIOBBIIIICHUE
¢opmare *PDF .
UH(GOPMAITMOHHON IPaMOTHOCTH

neaarort4cCKux pa6OTHI/IKOB.

4. | Ob6yyarommmcs

Tekcr Ha cTpaHule
caita

Pa3memaercs nH(pOpMaIMOHHAS
namsaTka  (mpuiokeHue — Ne2) wu
YKa3bIBAETCs uHpopManus 0
MEpPOIPUITHSIX, poeKTax u
IporpaMmax, HaIpaBJIEHHBIX Ha
MOBBILLICHHUE uH(pOpPMaMOHHON

T'paMOTHOCTHU 06yqa}om1/1xc;1.

Pogurensm (3akOHHBIM
5. | MpencTaBUTENSIM)

Tekcr Ha cTpaHule
caiita

Pa3zmeniaercs nH(pOpMaIMOHHAS
namsTka (mpusnoxxenue Ne3).

o0ydJaronmxcs
Pa3zmemniaercs uHpopManus 0
6 Herckue  Oe3zomacHble | TeKCT Ha cTpaHHIE | PEKOMEHAYEMBIX K HCIOJIb30BAaHUIO B
" | calThI caira yaeOHOM TIpoliecce 0e30macHbIX calTax,

GaHHCpBI 0e30IMacHBIX JIETCKUX CalTOB.

OpraHaM, OCYIIECTBJIAIOITUM YyIIpaBJIEHHUE B C(bepe O6paSOBaHI/IH, PEKOMEHAYETCA Ha

CBOUX  O(HUITHATIBHBIX
CaMOCTOSITEJIBHOTO U
0€e301aCcHOCTD»,
nHOOpMAINH:

HNHuTepHeT-pecypcax
CIIELIMAJIN3UPOBAHHOTO
B paMKaxXx KOTOpOro IIpeAyCMOTpPeTh pa3MellleHue cjeayroei

00ecIeynTh
pasjen

pyHKITMOHUpOBaHUE
«rdpopmannonHasn

IIpunoxenue N21




ITamaTka
1A o0yuaomuxcsa 00 nHGOPMAIIMOHHOU 0€30IIaCHOCTH JIeTeH

HEJIb34

1. Bcem moapsa coob1maTh CBOO YacTHYIO MHopManuio (HacToAlue uMsa, GaMuInio,
TesieoH, azpec, HOMEP IIKOJIbI, a Tak:Ke poTorpaduu CBOU, CBOEN CEMbHU U JIPY3e);

2. OTKprBaTI) BJIOXKE€HHDbIE (baﬁ)'[bl SHEKTPOHHOfI II04YThl, KOrga He€ 3Haellb
OTIIPABUTEJIA,

3. I'pybuth, mnpuampaTbcs, OKa3bIBaTh JlaBJieHWE — BECTH ce0s HEBEXKJIUBO U
arpeccUBHO;

4. He pacnopsikaiicsi ieHbraMu TBOEN ceMbH 0e3 paspelleHHsi CTapIIux - BCerja
CIIpaIIuBail poINTEJIEN;

5. He Bcrpeuaticsi ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU KU3HHU - IIOCOBETYMCA CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIIIb.

OCTOPOKHO

1. He Bce mumryt npasay. Yuraems o cebe Hempasay B VlHTEpHETE — cO0O0OIIM 00 3TOM
CBOUM POJIUTEJISIM WJIH OIIEKyHAM;

2. [IpuryiamnamT nepenuchBaThCs, UTPATh, 0OMEHUBATHCA - IPOBEPD, HET JIU ITO/IBOXA;
3. He3akonHoe konupoBaHue ¢aiiyioB B UHTepHETE - BOPOBCTBO;
4. Bcerga pacckasbiBail B3pOCJIBIM O IPO0JIEMax B CETH - OHH BCEr/ia IIOMOTYT;

5. Wcnosp3yit HacTpoWku 06e30macHOCTH W MPUBATHOCTU, YTOOBI He IMOTEPATH CBOU
AKKAYHTBI B COIICETSAX U JIPYTUX OpTaIaX.

MOXHO

1. YBakall Ipyrux IoJib30BaTeeu;

2. [Tonp3yenibess HTEPHET-UCTOUHUKOM - JleJIall CChIJIKY Ha HETO;
3. OTKpBIBa# TOJIBKO T€ CCHIIKU, B KOTOPBIX YBEPEH;

4. O0IIaThCA 3a MOMOIIBIO B3POC/IBIM - POJUTEIH, ONMIEKYHBI U aJIMUHUCTPAIUs CaliTOB
BCer/ia IIOMOTYT;

5. Ilpoiigu oOyueHue Ha cailite «CeTeBUYOK» M IIOJIy9Hd MACIOPT ITU(PPOBOTO
rpaxkgaHuHal

IIpusoxenue N° 2

HNuadopmanmnoHHaA MaMATKA /IS O0yYaIONNUXCH 1A pa3sMelleHUuA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaxxapIM I'OJIOM MOJIOAEKHU B HHTEPpHETE CTAHOBUTHCA 6OJ'IbHIe, a IIKOJIBHUKHW OJHHU 13
CaMbIX aKTUBHBIX I10JIb30BaTes e PYHETa. Mexc/:[y TEM, IOMHUMO OI'POMHOT'O KOJIMYECTBA



BOSMO)I(HOCTGI‘/)I, HUHTEPHET HECET U l'IpO6JI€MI)I. dTa mamsaTKa AOJI2KHAa IIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KomnbsroTepHble BUPYCHI

KoMmmplOTepHBIF  BUpyC - 5TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTPAMM,
OTJIMYUTETLHOU OCOOEHHOCTHI0O KOTOPOU fABJISIETCA CHOCOOHOCTh K pPa3MHOXKEHHI0. B
JIOTIOJTHEHNE K 3TOMY, BHPYCHI MOTYT IOBPEAUTH WJIM IOJHOCTHIO YHHYTOXKUTH BCE
daitiel ¥ JaHHBIE, MOAKOHTPOJIBHBIE IIOJH30BATEN0, OT HMMEHU KOTOPOro ObLia
3amylieHa 3apakéHHas IpPOrpaMMa, a TakiKe IOBPEAUTh HIN JakKe YHUUYTOXKUTD
OIIEpAallIOHHYI0 CHUCTEMY CO BceMHu (aiiylaMu B IieJioM. B OOJIBIIMHCTBE CiIyvaeB
PacCIpOCTPAHSIOTCA BUPYCHI YeEPE3 UHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Mcnionp3yil cOBpeMEHHBIE OIlepallMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPELOHOCHBIX IIPOTrPaMM;

2. [TocrosgHHO ycraHaBiuBai mavt (IU@POBBIE 3AIIATKHA, KOTOPBHIE aBTOMATHYECKH
yCTaHABJIMBAIOTCA C II€JIBI0 JIOPAaOTKH IIPOrpaMMbI) W JApyrHe OOHOBJIEHUs CBOEU
omepanuoHHOU cucteMbl. CKaumBall UX TOJIPKO € OPUIIMATIBHOTO calTa pa3paboTumka
OC. Ecu cymiecTByeT peKUM aBTOMAaTHUYECKOTO OOHOBJIEHM ST, BKJIFOUH €T0;

3. Paboraii Ha cBOEM KOMIIbIOTEpE IO/l TPAaBaMU I0JIb30BATENIs, 4 HE a/IMUHUCTPATOPA.
ITO He MO3BOJIUT OOJIBIINHCTBY BPEIOHOCHBIX ITPOTPAMM HHCTAJIJIMPOBAThCA HA TBOEM
IIEPCOHAILHOM KOMIIBIOTEPE;

4. Mlcrioib3yii aHTUBUPYCHbBIE IIPOTPAMMHBIE ITPO/IYKTHI U3BECTHBIX IIPOU3BOUTEIIEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NIeCKU JOCTYI K KOMIIBIOTEPY /IJIs1 IOCTOPOHHUX JIUII;

6. Mcnosp3yll BHellIHMEe HOCUTeIU UHQpOpMaIuy, Takue Kak (Jelika, AucK win Qaua
W3 UHTEPHETA, TOJIbKO 13 NPOdepeHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMHbIOTepHBIE (ailibl, MOJIyYeHHblEe U3 HEHAJEKHBIX UCTOUHUKOB.
Haxxe Te dailyibl, KOTOpbIe IPUCIAT TBOU 3HAKOMBIH. JIyullle yTOUHU y HETO, OTIIPABJIIAI
JIX OH Tebe uX.

Cetu WI-FI

Wi-Fi - 3To He BUJI Tiepeavu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH/l, MapKa.
Eme B 1991 roay HujepJsaH/cKas KOMIIaHUA 3apeructpupoBaya 6pens, « WECA», uto
oboszHauaso cimoBocouetanue «Wireless Fidelity», koropsrii mnepeBomuTCs Kak
«0OecrpoBOHAS TOUHOCTH».

Jlo Hamlero BpeMeHM Jlolia Jipyras ab0peBuaTrypa, KOTOpas sBJAETCSA TaKOM Ke
TexHosiorueil. 9to abbpeBuarypa «Wi-Fi». Takoe HazBaHUe OBLIO JAHO ¢ HAMEKOM Ha
CTaHAApT BHICIINN 3ByKoBoU TexHuku Hi-Fi, yTo B mepeBojie 03HAYaeT «BBICOKAS
TOYHOCTB>.

Jla, OecIuTaTHBIA MHTEPHET-AOCTYN B Kade, OTeIsIX U adpoIopTax sBJISETCA OTIUIHON
BO3MOJKHOCTBIO BBIXOZla B HMHTepHeT. HO MHOrHMe BKCHEPTHI CUYHUTAIOT, YTO
obmenoctyabie Wi-Fi ceTu He sABIsI0TCA 6€30IMaCHBIMH.

CoseTbl 110 Oe3011aCHOCTH PaboTe B 00IIeA0CTYITHBIX ceTsax Wi-fi:



1. He mepepaBaii cBoo JIMUHYI HHMoOpMaluio udepe3d obmienoctymabie Wi-Fi ceru.
PaboTas B HUX, KeJIaTeJIbHO He BBOJIUTH MAPOJIU AOCTYIIA, JIOTUHBI U KaKHe-TO HOMepa;

2. Vcnosp3yit 1 0OHOBJIAM aHTUBUPYCHbIE TPOTPaMMBbI U OpaH/iMayep. TeM caMbIM ThbI
obe3omnacuib cedsl OT 3aKaYKHU BUPYca Ha TBOE YCTPOHCTBO;

3. IIpu ucnosnbszoBanmu Wi-Fi otrimoun ¢ysknuio «OO6muil goctyn k daiyiam u
npuHTepamM». JlaHHasg GYHKIHMSA 3aKpbhiTa 10 YMOJYAHUIO, OJHAKO HEKOTOpPbIe
MI0JIb30BATEIN AKTUBUPYIOT €€ IS yI00CTBA UCIIOIb30BaHUsA B paboTe niin yueoe;

4. He ucnionp3yit mybamunsiii WI-FI 14 mepeziaum JIMUHBIX TAHHBIX, HAIPUMED IS
BBIXO/Ia B COIJUAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO I10UTY;

5. Mmonp3yil ToJsbKO 3amuineHHoe coennHenue yepe3 HTTPS, a we HTTP, T.e. mpu
Habope BeO-azpeca BBoU uMeHHO «https://»;

6. B wmoOwibHOM TesedoHe OTKIOuM GyHKnuioo «Ilogkmouenme k- Wi-Fi
aBTOMaTHuYecKu». He /10mMycKkail aBTOMaTHYECKOTO MOAKIIOUEHH YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBOero coriacusi.

ConuasibHbIe ceTu

ComuasibHbIE CEeTH aKTHBHO BXOJAT B HAITy JKU3Hb, MHOTHE JIIOJI PAOOTAIOT U JKUBYT
TaM IOCTOSTHHO, a B Facebook y»ke 3apeructpupoBaH MUJLTHAD], YETIOBEK, UYTO SBJISETCS
OJIHOH CeIbMOM BCeX KHUTeJieH ITaHeThl. MHOrHWe II0J1hb30BaTeJ M He IMOHUMAIOT, UTO
uHpopMmanus, pa3MellleHHas UMH B COIMAJIBHBIX CETAX, MOXKET ObITh HaiifleHa U
HCIIOJIb30BaHAa KEM YTO/HO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6J1arnMyu HaMepeHUsIMHU.

OCHOBHBIE COBETHI 10 OE30ITaCHOCTH B COIINAJIBHBIX CETAX:

1. OrpaHnYb CHOUCOK JIpy3eil. ¥ TeOs B APy3bsaX He JOKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJEH;

2. 3amuinan CBOI YacTHYIO >ku3Hb. He ykaspiBail maposiu, TesedoHbl, aapeca, JaTy
TBOETO POXJEHUA € [APYIyI0 JWYHYI0 HHQOpPMAIUi0. 3JIOYMBIIIJIEHHUKUA MOTYT
HCNOJIb30BaTh JAa)ke WH(MOpMAIMI0 O TOM, KaK Tbl U TBOW POJAUTENH IJIAaHUPYeTe
IIPOBECTU KaHUKYJIBI;

3. 3amuIai CBO0 PEeIyTaIvio - IEPKU €€ B YUCTOTE U 3371aBail cebe BOIpOC: XOTeJT Obl
TBI, YTOOBI APyTHe M0JIb30BaTeIN BUEJIN, UTO ThI 3arpykaems? Ilogymaii, mpex/ie uem
YTO-TO OIMYOJIMKOBATh, HAIIUCATH U 3aTPy3UTh;

4. Ecsin ThI TOBOPUIIIB C JIIOJIbMU, KOTOPBIX He 3Haelllb, HE UCIIOJIb3yH CBOE peayibHOe
UM U JPYTYIO JUUHYI0 HHQOpMALNU: UM, MECTO KUTEIbCTBA, MECTO y4ebObl U ITpoyee;

5. N36eraii pasmetienus dororpaduii B IHTEepHETE, I7ie Thl N300pakeH Ha MeCTHOCTH,
110 KOTOPOU MOKHO OIIPE/IeTUTh TBOE MECTOIOJI0KEHUE;

6. [Tpu perucrpanuu B COIUATFHOU CETH HEOOXOAUMO UCIIOJIH30BATh CJIOKHbBIE ITAPOJIH,
cocrosye u3 OykB U uU@P U ¢ KOJIMYEeCTBOM 3HAKOB He MeHee 8;

7. JIJIs1 COIMAIbHOM CEeTH, TIOUTHI U JIPYTUX CAUTOB HEOOXOIMMO HCITOJIb30BATh Pa3HbBIE
naposin. Torma ecau Te6sA B3JIOMAIOT, TO 3JIOYMBIINUIEHHUKY TOJIYYaT JOCTYI TOJIBKO K
OJIHOMY MeCTy, a He BO Bce cpaay.

OJIeKTPOHHBIE JE€HbI'U



SHGKTpOHHbIe A€HbI'M — 3TO OYE€HDb YAO6HbIﬁ criocod H)IaTe)Keﬁ, OJHAKO CYIIEeCTBYIOT
MOII€EHHUKH, KOTOPbIE XOTAT ITOJIYYUTb 3TU JE€HbI'U.

SﬂeKTpOHHBIe J€HbI' IIOABUJIMCHh COBCEM HEAABHO M MMEHHO M3-3d 3TOI'O BO MHOTHX
TOCyaapCTBax A0 CHUX IIOP HE IIPOITMCAHO IIPO HUX B 3aKOHAX.

B Poccuu ke oHU (DYHKIMOHHPYIOT U O HHX YK€ IIPOIHMCAHO B 3aKOHe, IJle UX
paszessgioT Ha HECKOJIPKO BU/IOB - AaHOHMMHBIE M HE aHOHMMHbBIE. PasHHIla B TOM, YTO
AHOHHMHBIE - 5TO Te, B KOTODBIX paspellaercsa IMPOBOAUTL olepanuu 0e3
uaeHTUPUKAIMY TI0JIb30BaTeIsI, a B HEAHOHMMHBIX HAEHTHU(PHUKAIIUKA I10JIb30BATEIIS
ABJIsIeTCs 00513aTeIbHOM.

Takske ciefyeT pa3janyarh 3JIEKTPOHHBbIE (HATHBIE AEHbI'U (PaBHBI TOCY/IapCTBEHHBIM
BaJIIOTaM) U 5JIEKTPOHHBIE HepuaTHbIE IeHbrU (He paBHBI TOCYAAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 10 OE30ITaCHON PaboTe C 3JIEKTPOHHBIMY JIEHIAMU:

1. [IpuBs:ku K cueTy MOOWIbHBIN TejieOH. ITO caMbIil YAOOHBIM U OBICTPBHIN CIIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBsa3aHHbIN TesieOH IOMOXKET, ecIu 3a0yelb CBOM
IUIATEXXHBIN TAapOJIb UJIH 3al/IeNIh HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnosnp3yit ogHOpasoBble maposu. [locie mepexosia Ha YCHJIEHHYIO aBTOPHU3AIUIO
Tebe yke He Oy/IeT yrpoKaTh OMMACHOCTh KPAXKH WJIH IepexXBaTa IJIaTeKHOTO apoJIs;

3. Beibepu cioxkHBIA maposib. IlpecTymHuUKaM OyZeT He MPOCTO YraZaTh CJIOMKHBIM
naposib. HazieskHbple maposii — 3TO apoJiv, KOTOpble Cofiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUYHBIE M IPOMHCHBIE OYKBBI, UMPHI U HECKOJIBKO CHMBOJIOB,
TaKMe KaK 3HaK J|0JI1apa, QyHTa, BOCKJIMIIATEIbHbIN 3HAK U T.11. Hanmpumep, StROng!;;

4. He BBOZiU CBOM JIMUHBIE JIAHHBIE HA CaliTaX, KOTOPBIM He JI0BEPSEIIb.
AJIEKTPOHHAA [10YTa

JJIEKTPOHHASA II0YTA — ATO TEXHOJIOTHS U MPEOCTaBIsIeMbIe €10 YCIYTH 110 IEPEChLIIKE
U TOJIYYEHHUIO 3JIEKTPOHHBIX COOOIEHUH, KOTOPbIE PACIIPEJIE/IAIOTCS B KOMITBIOTEPHOU
cetd. OOBIYHO HJIEKTPOHHBIA IOUTOBBIM SAIIUK BBIIVIAJAUT CJIEAYIOMUM 00pa3oM:
UMs_TI0JIb30BATENA@UMsA_oMeHa. Takke KpoMme mepesiauu MpoCToro TEKCTa, UMEeeTC s
BO3MOXKHOCTbH Nepe/IaBaTh (pauIbl.

OcHOBHBIE COBETHI 110 He301acHO paboTe ¢ 3JIEKTPOHHOM MOYTOMU:

1. Hazo BIOpaTh mMpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OecrIaTHBIX MOUYTOBBIX CEPBHCOB, OJIHAKO JIyUllle JIOBEPATHh TeM, KOTO 3HAellb U KTO
TIepBBIN B PENUTUHTE;

2. He yka3piBail B TUUHOU moute JIMYHYI0 nHpopManuw. Hanpumep, gydiiie BIOpaTh
«MY3BIKaJIbHBIN_(haHAT@ » WJIN «POK2013» BMeCTO «TeMal3»;

3. HMcnosb3y# ABYXATAITHYI0 aBTOPHU3AIUI0. DTO KOTJa IOMHUMO MapoJisi HY?KHO BBOJIUTD
KO/JI, MpUChLIaeMbIH 110 SMS;

4. BpiObepu cJIOKHBIM mapoJib. I KaXKJIOTO IIOYTOBOTO SAIIHUKA JOJDKEH OBITh CBOM
Ha/IeXKHBIH, YCTOMYUBBIN K B3JIOMY IApOJIb;

5. Ecsim ecTh BO3BMOXKHOCTh HAIKCaTh CaMOMY CBOM JIMYHBIM BOIIPOC, UCIOJIB3YH 3Ty
BO3MO>KHOCTb;



6. Vcronb3yil HECKOJIBKO ITOYTOBBIX SIIITUKOB. IIepBBIM 71 YacTHOU NEPENUCKH C
azpecaTaMi, KOTOPBIM ThI JIOBEPSIEIIh. DTO SJIEKTPOHHBIN ajipec He HajJ[0 UCII0JIb30BaTh
IIPH perucTpanuu Ha GpopyMax U cauTax;

7. He oTkpbIBali aiiyibl ¥ JIpyTHUe BIJIOKEHUS B MHChMAaX Ja’Ke €CJIM OHU MPHUIILIH OT
TBOUX Jipy3e. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (Paiisl;

8. Ilocie okoHuYaHus pabOTHl HAa IOYTOBOM CEpPBHUCE IIE€pe]] 3aKPBITHEM BKJIAJKU C
caiToM He 3a0y/Ib Ha’KaTh Ha « BRIATH».

KubepOy IMHT WK BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOystmHr — TIpecyiefloBaHUE COOOIEHUsIMU, COAEPKAIUMH OCKOPOJIEHUS,
arpeccuio, 3allyTUBaHWE; XYJUTAHCTBO; COIUAJIBHOE OOMKOTHPOBAHHE C IIOMOIIBIO
Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIIITMHTOM:

1. He Opocaticsa B 60ii. Jlyumuii cmocob: MOCOBETOBATHCA KakK cebsi BECTU U, €CJTH HET
TOT'0, K KOMY MO>KHO OOPaTUThCS, TO BHAUaJIe YCIIOKOUTHCA. EC/i Thl HAaUHEIIb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHS, TO TOJIBKO €ellle O0JIbIIe Pa303KIKeIlb KOH(MJINKT;

2. Yrpasiai cBoel KubeppelyTauen;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYHIGCTBYIOT CITI0COOBI BBIACHUTDb, KTO CTOHT 3a
AHOHHMMHBIM aKKayHTOM;

4. He crouT BecTr XyIMTaHCKUI 00pa3 BUPTYyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh X Oy/IeT KpaiiHe 3aTpy/IHUTETBHO;

5. Cobutroait cBOY BUPTYaIbHYIO YECTH CMOJIOZY;

6. UrnHopupy#t enuHuuHbIE HeratuB. OmHOpa30Bble OCKOPOUTEIBbHBIE COOOIEHUS
JIy4diiie uirHopupoBatb. OOBIUHO arpeccus MpeKpalaeTcs Ha HauaJabHOU CTaiuu;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMH COODIIIEHUSIMU, B COITUATBHBIX
CETSIX eCTh BO3MOXKHOCTh OJIOKUPOBKH OTIIPABKH COOOIIEHUH ¢ OIIPEZIETIEHHBIX aJ[PECOB;

8. Eciim Tl cBuzerenb KubepOyyuimHra. TBow AeHCTBHUA: BBICTYNIUTh IIPOTUB
npecjiefioBaTess, IOKa3aTb €My, 4YTO €ero JIeHMCTBUsA OIleHUBAIOTCA HETraTUBHO,
MOJIEPKATh JKEPTBY, KOTOPOH HYKHA IICUXOJIOTUYECKAs IOMOIIb, COOOIIUTH B3POCIBIM
0 aKTe arpecCuBHOIO IMOBEJIEHUA B CETH.

MobupHBIH TeedoH

CoBpemenHble cMapT¢GOHBI U IUIAHIIETHI COZEPKAT B cebe BIIOJIHE B3POCJIBII
¢dyHKIIMOHAJ, U Temepb OHH MOTYT KOHKYpPHUpPOBaTh CO CTallMOHAPHBIMH
KoMmIbioTepamMu. OJIHAKO, CPEICTB 3AIUTHI JJ1 MOJIOOHBIX YCTPOMCTB ITOKAa OUE€Hb MaJIO.
TecTrpoBaHVE U MOUCK YA3BUMOCTEN B HUX ITPOUCXOAUT HE TaK WHTEHCUBHO, KaK JIJIA
1K, To ke caMoe KacaeTcss U MOOMJIbHBIX ITPUJIOKEHHH.

CoBpeMeHHbIe MOOWJIbHBIE Opay3ephl yiKe IPaKTUYeCKd JIOTHAJM HACTOJIbHBIE
aHAJIOTH, OJTHAKO paciiupeHre QYHKIIMOHAJIA BeveT 32 COO0M OOJIBIIYIO CJIOKHOCTD U
MEHBIIIYIO 3aIHUIIEHHOCTb.



,Z[EUIEKO HE BCE IIPOU3BOJUTEIIN BBIITYCKAIOT O6HOBJI€HI/IH, 3aKpbIBalOIIIU€ KPUTHUYECKHUE
YA3BUMOCTH JIA CBOUX YCTpOfICTB.

OcHOBHBIE COBETHI /11 6€30MacHOCTH MOOMJIBHOTO TesiedpoHa:

1. Huuero He sABJsAETCA MO-HACTOAIIEMY OecIIaTHBIM. By/ib OCTOpDOKEH, BeAb KOrAa
Tebe mpestaraloT 6ecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TIATHBIE
YCIyTH;

2. Jlyma#i, mpekjie uem otapaButh SMS, doTto miu Bugeo. Thl TOUHO 3HAEIID, I7I€ OHHU
OyAyT B KOHEUHOM UTOTE?

3. HeobOxomumo 06HOBJIATH ONIEPAIIOHHYIO CUCTEMY TBOETO cMapT¢OHa;
4. Vlcrionb3yit aHTUBUPYCHBIE TPOTPAMMBI JJ1s1 MOOMJIBHBIX TeJIe(OHOB;

5. He 3arpy»xaif mpusio:KeHus1 OT HEU3BECTHOTO UCTOYHUKA, BeJIb OHU MOTYT COZEPIKATh
BpPEZIOHOCHOE IIPOTrPaMMHOE 00€ecIIeueHHE;

6. ITocie TOrO Kak ThI BBIMJEIIH C CaiiTa, I/ie BBOAWII JIMYHYI0 UHGOPMAIUIO, 3al/IN B
HAaCTPOUKHM Opaysepa u yjiaiu cookies;

7. Ilepmoaruecky IpoBepsAl KaKue IJIaTHbIe YCIIyTU aKTUBUPOBAHBI HA TBOEM HOMEDE;

8. JlaBaii cBOM HOMEp MOOMJIBHOTO TejiehOHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth gomxeH OBITH BBIKJIIOUEH, KOTZA Thl UM He IOJb3yelnbcs. He 3abbiBaii
WHOT/Ia TPOBEPSATH TO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOUYHbIE, 3aXBaTHIBAIOIIME Ppa3BJIeUYEHUs,
00'beIUHSIONINE COTHU THICSY YEJIOBEK 10 BCeMy MUpPY. VITPOKH HCCIEAYIOT TaHHBIA UM
MHP, OOIIMAIOTCA APYT C JIPYTOM, BBITIOJHSIOT 33J]JaHUA, CPAYKAIOTCA C MOHCTpAMHU U
MOJIy4alOT OMBIT. 3a YJOBOJIbCTBHE OHHU IUIATAT: IOKYHAIOT JIMCK, OIUIAaYMBAIOT
aOOHEMEHT WJIU TPUOOPETAI0T KAKUE-TO OIIIHH.

Bce atu cpezcrtBa uAyT Ha NOAJep:KaHME U pa3BUTHE UTPHI, a TAKKe Ha caMmy
0e30IacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMBI aBTOPHU3AIHH, BBIITYCKAIOTCS HOBBIE MTATUYH
(mudpoBble 3a1IaTKU AJ1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HOZIO6HI)IX Urpax CTOHT OIlaCaTbCA HE CTOJIBKO CBOUX COII€EpHHKOB, CKOJIBKO Kpa*Ku
TBOE€TIO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU 0OJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Ectu ipyroit urpok BezieT ce0s IJI0X0 WM cO3/aeT Tebe HePUATHOCTH, 3a0JI0KUpyH
€ro B CIIMCKE UTPOKOB;

2. Tloxkasyiica aAMUHUCTpATOpaM WrpPbl Ha IIJIOXO€ IIOBEJIEHUWE 5TOr0 UTPOKa,
JKeJIaTeTbHO MIPUJIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPHUHOB,

3. He ykasspiBaii inuHyio nHpopMaIuo B npodaiisie Urpsi;

4. YBaxkall IpyTux y4acCTHUKOB I10 UTPE;



5. He ycranaBinBali HeopunmaabHble IaTYU U MOJIBI;
6. cnosib3yli cj10:KHBIE U PA3HbIE TAPOJIH;

7. ,Z[axce BO BpEMA HUI'DbI HE CTOUT OTKJIIOYAaTb aHTHUBUPYC. IToka TBI urpae€nib, TBOU
KOMIIBIOTED MOTYT 3apa3UuTh.

OUIIUHT WX KpaXa JIMYHBbIX JaHHbIX

OOBIYHOMI Kpaxceﬁ AE€HEr U JOKYMEHTOB CE€rogHd YK€ HHKOIo H€ yJAWBHIIIb, HO C
Pa3BUTHUEM I/IHTepHeT-TeXHOJIOI‘I/Iﬁ 3JIOYMBIIIIVIECHHUKH II€EPEMECTUJ/INCh B MHTEPHET, U
IIPOAOJIZKAIOT 3aHUMATbCA «JIFOOMMBIM » A€JIOM.

Tak mosiBUJIaCh HOBAs yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WU (DUIITUHT, TJIaBHAS LIEJTb
KOTOPOTO COCTOUT B TIOJYyYeHHU KOH(MUJIEHINATbHBIX JAaHHBIX II0Jb30BaTeIed —
JIOTUHOB U napoJiei. Ha aaruiickom s3bike phishing yurtaercs kak ¢umuHr (ot fishing
— pbIOHas JI0BJIsA, password — 1apoJib).

OcCHOBHBIE COBETHI 110 OOpPHOE ¢ PUITHHTOM

1. Cnexm 3a cBOMM akKKayHTOM. Eciud ThI MOA0O3pEBaellb, YTO TBOSI aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMPOBATh €€ U COODIIUTh aIMIHUCTPATOPAM pecypca
00 3TOM KaK MOKHO CKODEE;

2. UWcnosb3yil Oe3omacHble BeO-CaliThl, B TOM YHCJIE, WHTEPHET-MAara3muHoOB U
IIOUCKOBBIX CHCTEM;

3. Mcnomnp3yii c10:kHbIE U pa3Hble maposu. Takum o6pa3oM, ecyiu Tebs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKY TIOJIy4YaT JIOCTYII TOJIBKO K OJHOMY TBOeMY IPO(QUIIIO B CETH, a HE KO
BCEM;

4. Ecyint Tebs1 B3710MaIIH, TO HEOOXOUMO TPEAYIIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE
n00aBJIeHbI Yy TeOA B JIPY3bsAX, O TOM, YTO TebOs B3JIOMaJM U, BO3MOXKHO, OT TBOETO
“MeHH OyZleT pacChUIaThCA CIIaM U CCHUIKU Ha (PUIITUHTOBBIE CAUTHI;

5. YcranoBH HajiexkHbIN n1aposib (PIN) Ha MOOMIIBHBIN TetedOH;
6. OTKJTIIOYH COXpaHEHHUE MTApOJIsA B Opay3epe;

7. He oTkpbIBail aiiyibl U JIpyTHe BJIOXKEHUS B MHChMaX JlaskKe €CJIM OHU MPHUIIIA OT
TBOUX Jipy3el. Jlydllle yTOUHU Y HUX, OTIIPABJISAIN JIU OHU Tebe 3Tu (pailyibl.

[Mudposas penyranus

[{udpoBas pernyranus - 3TO HETATUBHAs WIN MO3UTHUBHAas WHQoOpMaIys B ceTu o Tebe.
Komnpomerupyiomasa uHpopManus pasMelleHHass B UHTEPHETE MOXKET CePbe3HBIM
00pa3oM OTpa3UTHCSA Ha TBOEH peasibHOU »KU3HU. «I[udpoBas pemyranus» - 3TO TBOU
UMUK, KOTOPBIY (popmupyetcs n3 nHdopmanuu o Tebe B UHTEPHETE.

TBoe MeCTO JKUTeJbCTBa, y4ueObl, TBoe (UHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTU
XapakTepa ¥ paccKkasbl 0 OJIM3KUX - BCE 9TO HAKAIJIUBAETCS B CETH.

MHor1e HOAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K IyOJIUKAIIMY JIMYHOU WH(pOPMAaIUH B
HHTepHeTe, HE TIOHUMAasA BO3MOXKHBIX MOcaeAcTBUM. ThI 1ake HE CMOXKEIb 10TaZaThCs
0 ToM, 4TO poTorpadusi, padMeIleHHas 5 JIET Ha3a/l, CTajla IPUYMHON OTKa3a MPUHATH
Tebs Ha paboTy.



KomMmeHTapuu, pasmelneHue TBoux ¢oTorpaduili W Apyrue JeHCTBUS MOTYT He
HCUYE3HYTh Jla’Ke I0CJIe TOTO, KaK Thl MX yJIUIb. Thl HE 3HAEIIb, KTO COXPAHUJI 3TY
nHopManuio, momnajga JU OHAa B IOWCKOBBIE CHCTEMBI M COXpPAaHWIACh JIU OHA, a
[JIABHOE: UTO MOJyMalT O Tebe OKpYy:Karollee JIIOAU, KOTOpble HAUAYT U YBUJAT 3TO.
Hatiti nadopManuo MHOTO JIET CIIYCTs CMOXKET JII0O0H - KaK U3 TOOPBIX MOOYKIEHUH,
TaK ¥ ¢ HAMEPEHNEM MPUIHNHUTH BpPel. ITO MOKET OBITH KTO YTOTHO.

OcHOBHBIE COBETHI 110 3aIHTE ITU(PPOBOU PEIYTAIUH:

1. I[logymaii, mpexkze 4yeM 4TO-TO IIyOJIMKOBaTh U IEpefaBaTh y ceOsa B OJyiore WId B
COIIMAJIBHOHU CETH;

2. B HacTpoiikax mpoduis yCTAaHOBU OTPAaHUYEHUS HA ITPOCMOTP TBOETO MPODUIIA U €TI0
COJIEP>KUMOTO, C/IeJIal €T0 TOJBKO «JJIs JIpy3€eii»;

3. He pasmerraii u He yKa3biBail HHGOPMAIIHMIO, KOTOPask MOXKET KOr0-T100 0CKOPOJIATh
WJIA OOUKATD.

ABTOpCKOE IPaBo

CoBpemMeHHblEe NIKOJBHUKHU- AaKTUBHBIE II0JIb30BATEIU ITU(POBOTO MPOCTPAHCTBA.
OpHako pfajsieko He BCe 3HAKT, YTO II0JIb30BAHWE MHOTHMH BO3MOKHOCTAMU
udpoBoro Mupa TpedyeT cobJII0/IeHUs TPAB Ha HHTEJUIEKTYTbHYI0 COOCTBEHHOCTbD.

TepMUH «UHTEJIEKTyaIbHAsA COOCTBEHHOCTh» OTHOCUTCS K PA3JIUUYHBIM TBOPEHHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX H300pDETEHWH U 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HAa NIPOJIYKThI M YCJIYTU , U 3aKaHUYMBas KHUTamu, (ororpadusmuy,
KUHOGWIBMaMHU U My3bIKaJIbHBIMU ITPOU3BEIEHUSI M.

ABTOpCKUE IIpaBa - 3TO IpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEIEHUS
HayKH, JIUTepaTypbl U UCKyCcCTBA. ABTOpPCKUeE IpaBa BHICTYNAIOT B KauecTBe rapaHTUU
TOTO, YTO UHTEJIIEKTYaIbHBIN/ TBOPUECKUH TPy aBTOPa He Oy/IeT HAalIPACHBIM, AACT eMY
CIpaBeJJIUBblE BO3MOKHOCTU 3apaboTaTh HA pe3yJsbTaTaX CBOETO TPYZAQ, IOJIYUYUTHh
HU3BECTHOCTH U Npu3HaHue. HukTo 0e3 pa3pelieHusa aBTOpa He MOKeT BOCIIPOU3BOJIUTH
ero IpousBefieHNe, PpacHpoCTPaHATh, MYOJWYHO JE€MOHCTPUPOBATh, IPOJABAaTh,
HMIIOPTHUPOBATh, IyCKaTh B IMPOKAT, IyOJIUYHO HCIIOJHATH, IOKA3bIBATh/UCIOJIHATD B
adupe uim pa3MmeniaTts B IHTepHeTe.

Vcrosp30BaHUE «ITHUPATCKOTO» IMPOTPAMMHOTO OOECIeYeHUus] MOXKET IPUBECTH K
MHOTHM PHCKAaM: OT IOTE€PU JAHHBIX K TBOUM aKKayHTaM /0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, I7le YCTAHOBJIEHHBIN He JierajibHas1 mporpamma. He crout Takke 3a0bIBaTh,
YTO CYIIIECTBYET JIETAIbHbBIE U OeCIIaTHBIE IPOTPAaMMBbI, KOTOPbIE MOKHO HAWTH B CETH.

O noptase

CeteBUYOK.p - TBOU TIJIaBHBIM COBETYUK B CeTU. 37eCh Thl MOXKEIIb Y3HATh O
0e30MacHOCTH B CETH IOHATHBIM M JIOCTYIIHBIM SI3BIKOM, a TPH BO3HUKHOBEHUH
KPUTUYECKON CHUTyallid OOpaTUTHhCS 34 COBETOM. A TakXKe NPHUHATH y4yacTHe B
KOHKYypCax U CTaTh CaMbIM IIU(MPOBBIM IPKAAHUHOM!

IIpunoxxenue NO 3

ITamaTka nj1a poauresed 06 nHPOPMAITMOHHON 0€30MacCHOCTH
aereu



OmnpenesieHne TepMHHaA «WHGPOPMAIIMOHHASA 0€30IacHOCTh JIeTel» COJIEPIKUTCA B
®enepanbHoM 3akoHe N2 436-®3 «O zamuTte gerell oT HHOOPMAIUH, IPUUNHSIONIEH
Bpe/l UX 3/I0POBBI0 U PAa3BUTHIO», PETYJIUPYIOIIUM OTHOIIIEHUS, CBSI3aHHBIE C 3aIIUTON
nereii or wHGOPMAIUK, MMPUYUHAIOINEHA BpeJ WX 3/I0pOBbI0 U (WIM) Pa3BUTHUIO.
CorstacHO TaHHOMY 3aKOHY «MHGpOpPMaIMOHHAsI OE30TaCHOCTD JIETEH» - 3TO COCTOSTHUE
3aIUINEHHOCTH, IPHU KOTOPOM OTCYTCTBYET PHCK, CBSI3aHHBIA C IPUYNHEHUEM
nHpoOpManed Bpea UX 3/I0POBbI0 U (Wn) QU3NIECKOMY, IICUXHUYECKOMY, yXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanpHoro 3akoHa NO 436-®3 wunHbopmamuel, IPUUUHAIOIMIEN Bpes
37I0POBBIO U (MJIM) PA3BUTHIO JIETEH, SIBJIAETCS:

1. uHDOpMAaIKA, 3aIpelleHHas I/I pACIIPOCTPAHEHUsI CPETH IETEH;

2. uHdopmaIlus, pacrnpocTpaHeHue KOTOPON OTrpaHUYEHO CPEeNU JIETeN Oompe/iesIeHHbIX
BO3PACTHBIX KAaTETOPUU.

3. K mrndopmarum, 3anperieHHoN sl PacipOCTPaHEHUS CPEIH JIETENH, OTHOCUTCS:

4. nHbOpManusa, noby:KaarIas JeTed K COBEPIIEHUI0 JEHCTBHUM, MPEICTABJISIONIIX
yIpo3y WX JKU3HU W (WIH) 3/I0pPOBBIO, B T.4. IPUYNHEHHUIO BpeJla CBOEMY 370POBBIO,
caMOyOUICTBY;

5. CIOCOOHOCTH BBI3BATh y JeTel JKeJIaHWE YIOTPeOUTh HAapKOTHUYECKUEe CPEJICTBa,
IICUXOTPOITHbIe ¥ (WIM) OJlypMaHHWBAIOINEe BEIIECTBa, TabauHble W3AEIU,
AJIKOTOJIBHYIO B CITIPTOCO/IEPIKAIIYIO0 ITPOAYKITHUIO, TMBO U HAIIUTKH, U3TOTABINBaeMble
Ha €ro OCHOBe; NMPHUHATH y4YacTHe B a3apTHBIX HIpaX, 3aHUMATHCS MPOCTUTYIIHEH,
OpPOJISI?KHUYECTBOM HJTH IIOIIPOIIIaHUYECTBOM;

6. O00OCHOBBIBAWOINAS WJIM OIpPaBAbIBAIONIAA JIOMYCTUMOCTh Hacwiusd u (wim)
JKECTOKOCTH JIMOO TOOYKJAIoIas OCYIIEeCTB/IATh HACHJIbBCTBEHHbBIE JIEHUCTBUS 10
OTHOILIEHUIO K JIIOJSIM U JKUBOTHBIM;

7. OTPULIAIONIAs CeMeWHbIE IIEHHOCTH M (QOPMHUPYIOIAsA HEYyBa)KEHUE K POJAUTENSAM U
(wm) Apyrum 4ieHaM CeEMbH;

8. ompaszpIBaoIas MPOTUBOIIPABHOE ITOBE/IEHUE;
9. cojziepIKallasi HelleH3ypHYIo OpaHb;
10. coieprkaliasg nHQopMaIuio nopHorpadruIeckoro xapakrepa.

K undopmarnuu, pacrpocTpaHeHre KOTOPON OrpaHUYEHO cpeay eTel ompesieIeHHOTO
BO3pAacTa, OTHOCUTCA:

1. mHpOpMaIUs, IPe/CTaBIsAeMasl B BHU/ie M300payKeHUs WJIM OIHCAHUA KECTOKOCTH,
¢pusnueckoro u (WIM) TICUXWUYECKOTO HACWIHS, IMPECTYIUVIEHUS WJIHM WHOTO
aHTHUOOIIECTBEHHOTO JEeHCTBUA;

2. BBI3BIBAIOIIAA y JleTel CTpaX, y»Kac WM MAaHUKYy, B T.U. IpeJiCTaBjseMas B BUJE
U300pakeHusl WU OIMCAHUA B YHIDKAWOIIEH 4YesloBeuecKoe JIOCTOUMHCTBO ¢dopme
HEHACWIBCTBEHHOU CMePTH, 3a00JIeBaHusA, CAMOYOUICTBA, HECUACTHOT'O CIy4yasi, aBApUH
WJIN KaTacTpOo(dsbI U (MIIM) UX MTOCIIE/ICTBUM;

3. mpejcTaBysieMasi B BU/ie N300pakKeHUsA UIU ONHUCAHUS MOJIOBBIX OTHOIIEHUH MEXKITY
MY>KUYUHOU U KEHIITUHOU;
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4. coaeprkamana 6paHHI>Ie CJIOBA U BbIPpAXKEHUA, HE OTHOCAIITHUECA K HEHEHSYPHOﬁ 6paHI/I

C yuetroMm sTOoro Bam mpeasararorcs mpaBusia paboThl B ceTu VIHTEPHET A1 Pa3IMYHBIX
BO3PaCTHBIX KaTeropui, cobJtiozieHre KOTOPBIX TIO3BOJIUT obecrnieunThb
nHOpMaIMOHHYI0 6€30ITaCHOCTD BAIIIUX J€TEMN.

OO1ue mpaBuia A1 poauTesiei

1. HesaBucumo oT Bo3pacra pebeHKa WHCIOJJB3YUTE HPOTPAMMHOE OOecCIIeueHune,
rmoMorasoiiee (GpUIbTPOBaTh W KOHTPOJIMPOBATh MHMOPMAIMIO, HO He II0JIaralTech
ITOJTHOCTBIO Ha Hero. Baille BHUMaHUe K peOeHKY - TJIaBHBIH METO/T 3aIlIUThI.

2. Ecytu Bain pebeHOK MMeeT akKayHT Ha OJJTHOM U3 COITUaTbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m1.), BHUMATeJbHO HU3y4HUTE, KAKYyID WH(GOPMAIUIO
IIOMEIIAIOT €r0 YYaCTHHUKU B CBOMX NpodmiIsax u Osorax, BkIUYas Qororpadum u
BU/IEO.

3. IIpoBepbTe, ¢ KaKUMHU JIDyTUMH CAaUTaMU CBSI3aH COI[MAJIBHBIN cepBHC Barero
pebenka. Crpanunuku Bamiero pebenka MoryT ObITh 6e30macHBIMH, HO MOTYT U
COZIEP>KaTh CCHUJIKU HA HeKeJlaTeJIbHbIe U OMaCHbIe CANTHI (HapuMep, MOPHOCAKT, UJIU
CalT, HA KOTOPOM JIpyT YIIOMHUHAeT HOMEP COTOBOTO TejedoHa Baiero pebeHka Wim
Bamr qomarntHui agpec)

4. IMoompsiiTe Bamux gereit coobI1aTh 000 BCEM CTPAaHHOM WJIM OTTAIKHUBAIOIIUM U HE
CJIAIIIKOM OCTPO pearupyuTe, KOT/Ia OHU 3TO JeJaloT (M3-3a OmaceHUsI MOTEPATD JIOCTYII
K VHTepHeTy JeTH He TOBOPST POJAUTENSIM O HpobjeMax, a TakKe MOTYT HadaTb
HCIIOJIH30BaTh VIHTEPHET BHE JIOMa U IIKOJIBI).

5. Bynbre B Kypce ceTeBoU *ku3HU Bamiero pebenka. IHTepecyiTeCh, KTO UX APY3bs B
W HTepHEeT Tak ke, KaK NUHTepecyeTeCh peajIbHbIMU JIPY3bIMMU.

Bospacr ot 7 110 8 ner

B HTepHeTe pebeHOK cTapaeTcs MOCETUTDh Te WU UHble CAWThl, 2 BO3MOKHO U YaThl,
paspelieHre Ha IOCElIeHHe KOTOPHIX OH He MOoJydusa Obl OT poxutesieil. Ilostomy
poauTesisiM OCOOEHHO TOJIE3HBI OyJlyT Te OT4YeThl, KOTOpbIE€ IIPEIOCTABJISAIOTCS
IporpaMMaMy 10 OTPAHUYEHHI0 HCIIOJIb30BaHUA VHTepHeTa, T. e. Poaurenbckui
KOHTPOJIb WJIM TO, YTO BBl CMOKeTe YBHUJIETh BO BpeMeHHbIX (daiiysiax. B pesysbrate, y
pebeHka He Oy/eT OIIYIIEHUs, YTO 32 HUM BeJIETCSA MOCTOSHHBIA KOHTPOJIb, OJHAKO,
poauTeny OyAyT IMO-TIPEXHEMY 3HaTh, KaKHe CAUThI IOcelaeT ux pebeHOK. JleTu B
JAaHHOM BO3pacTe 00JaJjal0T CHJIBHBIM YYBCTBOM CEMbBH, OHHU JIOBEPUUBBHI U HE
COMHeBaTCcs B aBTopuTterax. OHU JIIO0AT UTPATh B CETEBBIE UTPHI U IIyTEIIECTBOBATH 110
VHTEpHETy, WCIOJIb3ysl BJIEKTPOHHYIO IIOYTY, 3aXOAUTh HA CAUTBl U YaThl, He
PEeKOMeH/I0BaHHbIEe POAUTEIAMH.

CoseTsl o 6e30macHOCTH B ceTu MIHTepHET /11 AeTelt 7-8 et

1. Co3paliTe CIIUCOK JIOMAIITHUX IIpaBWJI IoceleHus: MIHTepHeTa IIpU y4acTUH JieTel U
TpeOyiiTe ero BHIITOTHEHHS.

2. TpebOyiiTe or Bammero pebGeHka coOJIIOJIEHUS BPEMEHHBIX HOPM HaXOXKIEHHUS 3a
KoMmboTEpOM. [TokakuTe pebeHKy, uTo Bbl HabJIofaeTe 3a HUM He IIOTOMY 4TO Bam
9TO XOUeTCs, a TOTOMY YTO BbI OecriokouTech 0 ero 6e30IMacHOCTH U BCET/Ia TOTOBHI €My
IIOMOYb.



3. Komnbrotep ¢ nosikimoueHneM Kk VIHTEpHETY /TOI?KEH HaXOAUThCsS B O0IIel KOMHATe
IO/l IPUCMOTPOM POUTENIEHN.

4. HCHOJ’IBEEYﬁTG Cliequa/IbHbI€ AE€TCKHE IIOMCKOBBbIE€ MAallTNHBI.

5. Mcnosnb3yliTe cpeAcTBa 6JI0KUPOBAaHUS HeKeIaTeJIbHOTO KOHTEHTA KaK /I0NIOJIHEHUe
K CTaH/IaPTHOMY PoIUTEThCKOMY KOHTPOJIIO.

6. CospaiiTe ceMEWHBIA 3JIEKTPOHHBIA SIHUK, YTOOBI HE TO3BOJIUTH JETSIM HMETH
cobCTBEHHBIE ajipeca.

7. BJIOKPIprITe AOCTYII K caiitaM ¢ OecIJIAaTHBIMHM HOYTOBBIMU AMUKaMH C IIOMOIIIBIO
COOTBETCTBYIOLIIET'O IIPOrpaMMHOI0 obecrieyeHusl.

8. Ilpuyuure pnereil coBeroBaTbcA ¢ Bamu mepes omyOGIMKOBAaHHEM KaKOU-JIHOO
UHPOpPMALU CPEACTBAMU 3JIEKTPOHHOW MOYTHI, YaTOB, PETUCTPALIMOHHBIX (HOPM U
npoduien.

9. Hayumure pereii He 3arpyxkaTb ¢ailpl, MPOrpaMMbl WJIN MY3bIKy 0e3 Balllero
COTJIaCHA.

10. He paspemaiiTe eTAM HCIOJIB30BaTh CJIYy:KObI MTHOBEHHOTO OOMeHa
COODIIIEHUAMU.

11. B «0esblii» CIIUCOK CAUTOB, pa3peIIeHHBIX /IS OCEIEHHs, BHOCUTE TOJIBKO CAaHTHI C
XOpOlllel pelyTanuen.

12. He 3abbIBaiiTe GeceroBaTh ¢ 1eTbMU 00 UX IPYy3bsixX B MIHTEepHETE, KaK ecu ObI pedb
IIJIa O IPY3bsSIX B PEATIbHOU KU3HH.

13. He nemaiite «taby» U3 BOIIPOCOB MTOJIOBOM JKU3HU, TaK Kak B VIHTepHETe IeTH MOTYT
JIETKO HAaTKHYTbhCSA Ha TOPHOTIPadUI0 UM CAUTHI «/1J11 B3POCIIBIX».

14. Ilpuyuure Bamero pebGenka coo0mjaTh BaM O JIIOOBIX YIpo3ax WM TPEBOTAX,
cBsA3aHHBIX ¢ IHTepHeTOM. OCTaBalTECh CIIOKOMHBIMH U HAIOMHHUTE JIETSM, YTO OHU B
0€30IIacCHOCTH, €CJIM CaMH paccKa3ajd BaM O CBOUX TpeBorax. I[loxBasmmre ux u
ITOCOBETYHTE MOJIONTH ellle pa3 B MOAO0OHBIX CIIyJasX.

Bospacr zgeTeii oT 9 710 12 JieT

B nanHOM BO3pacTe AeTH, KaK MPaBUJIO, YK€ HACIBIIIAHBI O TOM, Kakasd WH(pOpManusa
cymectByeT B VHTepHeTe. COBEpIIEHHO HOPMAJIBHO, YTO OHHM XOTAT 3TO YBUJETH,
MpoYecTh, ycJablmaTh. IIpy 5TOM HYyKHO IIOMHHUTB, UTO JOCTYH K HeKeJaTeJIbHbIM
MaTepuajiaM MOJKHO JIeTKO 3a0JIOKMpOBaTh IPU IOMOIIHM CPEACTB POAUTEIHCKOTO
KOHTPOJI.

CoBeThlI 110 0€30IIaCHOCTH JJISA IETEH OT 9 /10 12 JIeT

1. Co3zaliTe CIIMCOK JIOMAITHUX MPAaBWJI MocellleHus HTepHET NP y4yacTUU JieTel u
TpeOyHTe ero BHITIOJTHEHUS.

2. TpebyiiTe oT Barero pebeHka co61i0/IeHIS HOPM Hax0K/IeHU 32 KOMIIBIOTEPOM.

3. Habsrogaiite 3a pebeHKOM mpu paboTe 3a KOMIBIOTEPOM, MOKAKUTE €My, YTO BbI
0OeCIIOKOUTECH O ero OE30IIACHOCTH U BCET/Ia TOTOBHI OKA3aTh €My ITOMOIITb.



4. KommbioTep ¢ mogkiatoueHueM B MIHTepHET JOKeH HAaXOJUThCSA B OOIIEl KOMHATe
IO/l IPUCMOTPOM POJIUTETIEH.

5. Mcnosnb3yliTe cpeacTBa 6JI0KUPOBAaHUS HeXKesaTeJbHOTO KOHTEHTA KaK /I0IIOJIHEHUe
K CTaHZApTHOMY PonTeThcKOMY KOHTPOJIIO.

6. He 3a0pIBaiiTe mprHUMATh HEIOCPEACTBEHHOE YUaCTHe B XKU3HU pebeHka Oecesi0BaTh
¢ meTbMHu 00 uX Ipy3bsx B VIHTepHeTe.

7. HactauBaiiTe, 4TOOBI /IETH HUKOT/IA HE COTJIAIIAINCH HA JIMYHBIE BCTPEUH C APY3bAMU
o urepuery.

8. Ilo3BosAlTe [eTAM 3aXOAUTh TOJIBKO HA CAUTBI M3 «0EeI0ro» CIHCKA, KOTOPBIH
co3/1aiiTe BMeCTe C HUMU.

9. Ilpuyuurte pgeTell HUKOrJa He BBIAABaTh JIMYHYI0 HHQOPMAIUIO CPEACTBAMU
BJIEKTPOHHOM IIOYTHI, YAaTOB, CHCTEM MTHOBEHHOTO oOOMeHa COOOIIeHUsIMH,
perucrpanyoHHbIX (OpM, JUYHBIX OpOoUIed U IpU PEerucTparuu Ha KOHKYPCHI B
HNHuTepHerTe.

10. [IpuyunTe feTeli He 3arpy»kaTh MporpamMMbl 0e3 Baiero paspemierus. OObsicHUTE
UM, YTO OHH MOTYT CJIyYalHO 3arpy3uTh BHUPYCHl WM JPyroe HeKeJaTeJbHOe
IporpaMMHOe obecIteueHue.

11. Cospatite Bamemy peGeHKY OTrpaHUUYEHHYIO0 YUYETHYIO 3amuch JJIsi pabOThl Ha
KOMIIBIOTEDE.

12. IIpuyuurte Bamiero peGenka coo0miaTh BaM O JIIOOBIX Yrpo3ax WU TPEBOTax,
cBsA3aHHBIX ¢ VlHTepHEeTOM. HamomHuuTe /eTsiM, 4TO OHU B 06€30IAaCHOCTH, €CIU CaMU
pacckasai BaM O CBOMX TPEBOTAX U OMMACEHUSAX.

13. Pacckaxure fetsim o nopHorpaguu B IHTEepHeTE.

14. HacramBaiiTe Ha TOM, 4YTOOBI JIeTHM TMPEAOCTAB/ISUIM BaM JIOCTYI K CBOeH
3JIEKTPOHHOU MOYTE, UTOOBI BbI yOETHJIUCH, UTO OHU He O0IIAIOTCS C HE3HAKOMIIAMH.

15. OObsAcCHUTE [AeTsIM, 4YTO HeJb3s HWCIOJb30BaTh CeTh JJIs XyJUTaHCTBA,
pacrnpocTpaHeHUs CIJIETEH WU YTPO3.

Bospacr nieteii ot 13 710 17 et

B sTOM BO3pacre mOAPOCTKU aKTUBHO HCIOJIB3YIOT IIOUCKOBBIE MAIINHBI, IOJIb3YIOTCA
BJIEKTPOHHOU TIOYTOH, CJIy:k0aMH MTHOBEHHOTO OOMeHa COOOIIEHUAMH, CKAaYHUBAIOT
My3BIKy W GuUiIbMbl. MasbuyuKaM B 3TOM Bo3pacTe OoJibIlle IO HPABYy CMETaTh BCE
OTpAaHUYEHUs, OHHU IKOKAYT Trpy0dOro [IOMOpa, al3apTHBIX WIP, KAPTUHOK «JJIs
B3pOCIbIX». JIeBOUKHU MIPEIMOYUTAIOT OOIaThCsA B UaTax, IPU 5TOM OHU ropaszio 6oJiee
YyBCTBUTEJIBHBI K CEKCyaJIbHBIM JIOMOraTe/IbcTBaM B VIHTepHeTe.

3aJacTyio B JAHHOM BO3pacTe POAUTEJIAM YKe BeChbMa CJI0KHO KOHTPOJIUPOBATh CBOUX
JleTel, Tak Kak 00 VIHTepHETe OHU y)Ke 3HAIOT 3HAUUTEIBHO OOJIbIIIE CBOUX POJAUTENIEH.
Tem He MeHee, He OTIyCKaWTe JeTell B «CBOOOJIHOe IIaBaHHe» IO LIHTepHeTY.
CrapaiiTech aKTHBHO Y4acTBOBaTh B 00II[eHNU pebeHKa B IHTEpHeTE.

BaxxHO TmoO-TIpe:kHEMY CTporo cobOiofarth npaBuia HTepHeT-0€30MacHOCTH -
COTJIAIIIEHWE MEXIy POJIUTENIsIMA U JIeThbMHU. KpoMe TOro, HeoOXOAWMO KaK MOXKHO
yaime mpocMaTpPUBaTh OTUETHI O JlesTeJIbHOCTH JieTeld B MIHTepHeTe. Ciietyer 0OpaTUTh



BHHMaHHE Ha HeOOXOJUMOCTh COJIepXKaHUsA POJAUTENbCKUX Taposei (rmmaposteit
aJMUHHCTPATOPOB) B CTPOTOM CeKpeTe M O0paTUTh BHUMAaHHE HA CTPOTOCTh 3THUX
rmapoJien.

CoBeThlI 110 6€30IIaCHOCTH B 5TOM BO3pacTe OT 13 A0 17 JIeT

1. Co3malTe CIHCOK JIOMAIllHUX IIPaBWJI ToOceleHuss MHTepHeTa IIpU ydacTUH
IIOZ[POCTKOB M TpeOyliTe 06e3yCJIOBHOTO ero BhINOJNHEHUSA. OOroBopute ¢ pebEeHKOM
CIIMCOK 3ampelieHHbIX CAauTOB («4YepHBINM CIIMCOK»), Yackl paboThl B LHTepHeTe,
PYKOBOZICTBO 110 001ieH1I0 B IHTEepHETE (B TOM YHCJIE B YaTax).

2. KOMHBIOTep C IIOAK/JIIOYEHHUEM K CETU I/IHTepHeT AOJI2KE€EH HaXOAUTbCA B O6III€I>1
KOMHarTe.

3. He 3a0bIBaliTe Oece/ioBaTh ¢ AeTbMH 00 UX JIpy3bsX B MIHTepHETE, O TOM, YEM OHH
3aHATHI TAKUM 00pa3oM, OyATO pedb HUAET O IPY3bsIX B peayIbHOM ku3HU. CrparuBaiTe
0 JIIOAAX, C KOTOPBIMHU JETHU OOINAIOTCA ITOCPEACTBOM CIIY:KO MIHOBEHHOTO OOMeHa
COODIIEHUAMU, YTOOBI YOETUTHCSI, UTO STU JIIOU UM 3HAKOMBI.

4. Ucnionp3yiiTe cpezicTBa OJIOKMPOBAHUS HEXKEIATETbHOTO KOHTEHTA KaK JIOMIOJTHEHHE
K CTaH/IaPTHOMY PO/IUTEThCKOMY KOHTPOJIIO.

5. Heobxomumo 3HaTh, KaKUMHU 4YaTaMU IOJb3yIOTcsA Bamm getu. Iloomipsiite
HCIIOJIb30BaHUE MOJIEPHPYEMbBIX YaTOB W HaCTaWMBalTe, YTOOBI JIETH He OOIIAIHCh B
IIPUBAaTHOM PeKUMe.

6. HacramBaiiTe Ha TOM, YTOOBI JIETU HUKOI/IA HE BCTPEUINCH JIUYHO C JIPY3bIMHU U3
cetu laTepHer.

7. llpuyuuTte [leTell He BbBIABAaTh CBOI JIMUHYI0 HWHGOpPMALUIO CpeJicTBaMU
BJIEKTPOHHOM IIOYTBHI, YAaTOB, CHCTEM MTHOBEHHOTO oOOMeHa COOOIIeHHUsAMH,
perucrpanyoHHbIXx (HOpM, JUYHBIX OpOoUIed U IpU PEerucTparuu Ha KOHKYPCHI B
HNurepHere.

8. IIpuyunTe neTell He 3arpyKarh mporpaMMbl 6e3 Baiero paspernienus. OObACHUTE
MM, 4YTO OHU MOTYT CJIy4alHO B3arpy3uTh BHUPYChl WIH JPYroe HeKeJaTeIbHOe
IporpaMMHOe obecIieueHue.

9. Ilpuyuure Bamero pebeHka coobOIIaTh BaM O JIIOOBIX yTrpo3ax WU TPEBOTaX,
cBsA3aHHBIX ¢ MIHTepHeTOM. HamoMHuTe /eTsiM, YTO OHM B 0GE€30IIaCHOCTH, €CJTH CaMHU
pacckasasii BaM, O CBOMX yTpO3axX WM TpeBorax. IloxBajiuTe WX M IOCOBETYUTE
MIOZIONTH ellfe pa3 B HOA00HBIX CIIyYasiX.

10. Pacckaxkute getsam o nmopHorpaduu B MHTepHeTe. IloMoruTte uM 3al[UTUTHCA OT
criama. HayuuTe mnOApOCTKOB He BbIZIaBaTh B LIHTepHETE CBOEro peajibHOTO
SJIEKTPOHHOI'O ajjpeca, He OTBeYaTh Ha HeXXesjaTeJbHble IIMCbMa MW MCIIOJb30BaTh
cIeriajbHble TOYTOBbIE (QDUIIBTPHI.

11. [Ipuyuure cebs1 3HAKOMUTBHCA € CAiTaMU, KOTOPbIE IOCENIAIOT HOIPOCTKHU.

12. HayuwnTe /ieTeli yBaXkaTh JPYTUX B UHTEpHETE. YOeauTech, YTO OHU 3HAIOT O TOM, UTO
MpaBUJIa XOPOIIIETro MOBeAeHU AeHCTBYIOT Be3fie — Jla’ke B BUPTyaJIbHOM MUPE.

13. OOBsAcCHUTE AeTAM, YTO HU B KOEM CJIyuyae HeJb3sd HCHOoab30BaTh CeTh 1A
XyJIUTAHCTBA, PACIPOCTPAHEHU CIUIETEH WU YTPO3 APYTUM JIIOASAM.



14. O6CYI[I/ITe C IIOAPOCTKaMH l'IpO6JI€MI:-I CETEBbIX a3apPTHBLIX HUID U HX BO3MOXKHBIHN
PHUCK. HaHOMHI/ITe, YTO JE€TH HE MOTYT UI'PATh B 9THU UI'PbI COIVIACHO 3aKOHY.

[TocTOsTHHO KOHTpOJIUpYHTEe HCIOab30BaHue HHTepHeta Bamum pebenkom! to He
HapylleHue ero JIMYHOTO IPOCTPAHCTBA, a Mepa IPeZOCTOPOKHOCTUA U IIPOSBIEHUE
Bamreit poauTeIbCKON OTBETCTBEHHOCTU U 3a00THI.
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